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GENERAL INFORMATION

Instructor:   


 

E-Mail/Phone:
 

Dr. Shakil Akhtar



sakhtar@clayton.edu 







http://cims.clayton.edu/sakhtar
 





678-466-4444

Office/office hours:     


Class Hours: 
 

Office location: UC 335


TR 8-9:15 pm; UC 312
 

TR 6:15-8 pm, T 9:15-10:15 pm 

CRN: 25581

CATALOG DESCRIPTION

This course addresses network and web-based security issues in general: network intruders (hackers), security policies and procedures, firewall, encryption, authentication and access control, and viruses. In addition, security issues unique to e-commerce systems are covered: electronic payments, secure transactions, secure sockets layer, digital signatures and auditing.
TEXTBOOK/REFERENCES
Peter Gregory, “CISSP Guide to Security Essentials” Course Technology
Additional web references will be provided to cover the topics of network security

COURSE OBJECTIVES
At the conclusion of this course, the successful (passing) student will be able to: 

1. Explain and differentiate security architectures, security design, security management and security strategies  

2. Demonstrate the mastery of cryptography, security and privacy concepts 

3. Demonstrate the understanding of digital signatures and authentication 

4. Analyze client/server security tradeoffs
5. Explain different access control concepts and attacks
6. Identify and compare various encryption and security standards such as DES, 

         AES, Kerberos etc.

7. Explain legal issues and laws related to security 

8. Design and analyze secure network implementations and models 

9. Demonstrate secure network design practices 

TOPICAL OUTLINE

	Week
	Topics
	Book

Chapters

	1
	Introduction to Information Security and Risk Management
	Chapter 1

	2 and 3
	Understanding Access Control and Application Security
	Chapters 2 and 3

	4
	Encryption, PKI, Digital Signatures and Authentication
	Chapter 5



	5 to 7
	DES, AES and Kerberos

Understanding Network Security/Privacy Concepts
	Chapter 5 and
Additional Reading

	8
	Midterm Exam

Firewalls, Tunneling and VPN
	Additional Reading

	9
	Legal Issues of Security
	Chapter 6

	10
	Security Architecture and Network Design
	Chapter 9

	11 and 12
	Telecommunications and Network Security
	Chapter 10

	13
	Understanding Wireless LAN Security
	Additional Reading

	14 and 15
	Project Discussions and Presentations
	

	16
	Final Exam
	


ASSIGNMENTS

Reading assignments serve as an aid to the class lecture topics.  They will be given in class and are expected to be completed before the next class. 
Every student is required to complete and submit the homeworks/projects in a timely manner. Late submissions will carry a penalty of 20% per weekday and no submission will be accepted five days or later after the due date.

GRADING
There will be a MIDTERM EXAM and a COMPREHENSIVE FINAL EXAM as scheduled by the university. No MAKEUP or ALTERNATE exams are expected in this course. Arrangements must be made IN ADVANCE if for some valid reason allowed by the university you cannot take an exam at the scheduled time. Examples of such reason could be a medical emergency (with valid documentation).
Mid term exam:


25%
Final term exam:


30%
Homeworks:



20%
Project:



25%
As a general guideline for letter grade, following table will be used:

	Letter Grade
	Percentage

	A
	90-100%

	B
	80-89%

	C
	70-79%

	D
	60-69%

	F
	Below 60%


ACADEMIC STANDARDS and ATTENDANCE

Clayton State University does not condone cheating, plagiarism, or other forms of academic dishonesty. The student handbook contains further information and guidelines. Attendance is required. The student will be responsible for any material covered in his/her absence.
Students are expected to uphold the school's standard of conduct relating to academic honesty. Students assume full responsibility for the content and integrity of the academic work they submit. The guiding principle of academic integrity shall be that a student's submitted work, examinations, reports, and projects must be that of the student's own work. Students shall be guilty of violating the honor code if they:
1. Represent the work of others as their own.
2. Use or obtain unauthorized assistance in any academic work.
3. Give unauthorized assistance to other students.
4. Modify, without instructor approval, an examination, paper, record, or report for the purpose of obtaining additional credit.
5. Misrepresent the content of submitted work.
The penalty for violating the honor code is severe. Any student violating the honor code is subject to receive a failing grade for the course and will be reported to the Office of Student Affairs. If a student is unclear about whether a particular situation may constitute an honor code violation, the student should meet with the instructor to discuss the situation. 
ITP CHOICE
All students at CCSU are required to state that they have on-demand access to a notebook computer that meets the recommended hardware/software specifications that have been established by Clayton State faculty. Academic penalties may be incurred for not meeting this requirement. Refer to the ITP Choice website for specifications and FAQs: http://itpchoice.clayton.edu/  

DISABILITY STATEMENT
Students with disabilities who require reasonable accommodations need to register with Disability Services (DS) in order to obtain their accommodations. You can contact them at 678-466-5445 or disabilityservices@clayton.edu. If you are already registered with DS and are seeking accommodations for this course, please make an appointment with your instructor to discuss your specific accommodation needs for this course and provide your accommodations letter. 

