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ABSTRACT

Attacks on the computing infrastructure have gained prominence as the world
harnessed the business transaction capability of the Internet in the last few years.
Denid of service attacks and viruses cripple systems, meking them unavailable to
users and often destroying data. Information theft dlows the thief to assume fdse
identities, steal trade secrets and dassified information, and perform transactions
with accounts owned by others. Thereis a shortage of skilled computer security
professonas capable of reducing vulnerabilities in computing systems.

This paper describes the process of creating a computer security and information
assurance (CSIA) curriculum Bachelors degree.  The process begins with
determining goals, followed by developing a plan of action and ends with
determining a curriculum conssting of new computer science and interdisciplinary
synthesi's courses.

INTRODUCTION

Increasing awarenessof our nation's computer systemvulnerability brought strong support
for the nationad Cyber Security Research and Development Act [1] to fund development of
computer security educationd programs through the Nationa Science Foundation (NSF) and
the Nationa Indtitute of Standards and Technology (NIST). In the recent past, firms focused
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more on improving the bottom line and expanding infrastructure than investing in computer
security [2], producing a strong need for computer security professonals.

Oregon has a large number of firms developing computer security solutions but few
educational opportunities. Intel, Swan Networks, Tripwireand othersareinvolvedinR& D and
implementation of innovative systems and products. Public-private consortiums, including the
Oregon Regiond Alliance for Information and Network Security [10] (RAINS) and Oregon
Security Inditute [7] (OSl), foster development of the local computer security industry.
Oregon's only exiging universty level computer security program in 2001 was a masters
program at Oregon State University [13]. More computer security graduates are needed to
fill rolesin business, leading edge research firms and local government.

SOU isa5000 student libera arts universty servingarura population 300 milesfromthe
nearest large city. The Computer Science Department offers three undergraduate tracks and
a magters degree.  The department grew in size and Stature during the late 90's (from 19
graduatesin 1997 to 47 in 2002) but is currently experiencing adecline in sudents. A mgor
department god is to enhance its reputation and ability to recruit nationdly in order to expand
the pool of potentia students.

SOU offers four tracks in the undergraduate program [8]: Computer Programming and
Software; Computer Science and Multimedia; Computer Information Science and the newly
approved Computer Security and Information Assurancetrack discussed in this paper. Each
track requires a 6-class core with a varying number of electives.

There are a number of Masters and PhD programsin CS A offered nationdly, but it is
difficult to find computer security programs for undergraduates. Undergraduate CS programs
typicaly cover abreadth of topics and rarely focus in depth on security issues.

Research onlineg, in journas and computer magazines confirmed the need for computer
security professonas and the dearth of applied educationfor undergraduate students. Despite
reduced funding, the SOU faculty decided to develop an undergraduate CSIA program with
the goas of increasing enrollment and maintaining the strength of the department.

To answer these needs, the Computer Science department decided to develop an
undergraduate CSIA program, working in"Internet time." SOU focuses more on teaching than
research and prior experience developing an e-Commerce curriculum [3] facilitated rapid
development of seven new classes and augmentation of exising core classes. Three faculty
members began research into development of the program in mid 2002.

This paper begins with Section 2 discussng the generd issues faced developing anew
curriculum.  Section 3 summarizes the requirements for an NSA Center of Academic
Excdlence. Section 4 defines the structure, content and process of developing the new
curriculum.  Section 5 concludes the paper, exploring the status of the program and work
remaning.
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CURRICULUM DEVELOPMENT CONSIDERATIONS

Deveoping a curriculum in any discipline requires funding and an andysis of the skills
needed by professonas in the workforce. The curriculum requires approval by the university
and must meet guiddlines for accreditation and certification. Dueto thergpidly changing neture
of CSIA, itisasoimportant to ensurethat faculty has the knowledge and ills needed to teach
theoretica and applied implementations. The needs of the students require analysis and
innovative teaching methods created to fulfill these needs. Ultimately, thegodsof thecurriculum
development must be clearly defined. The section discusses the gods and the mgor
condderations developing the new curriculum.

Defining Our Goals
We defined our goas before proceeding further:

1. Add aCSlA track to our exiding computer science undergraduate degree as soon as
possible by creating and obtaining university approvd for aCS A curriculum.

2. Develop coursesfor the new track.

3. Obtain public and private funding to support faculty and computer security lab
development.

4. Differentigteour curriculumfrom existing CSIA programs by focusing onour strengthsin
teaching and gpplied technology.

Differentiate our curriculum by creating an undergraduate degree program.
Differentiateour curriculumby induding computer forensics and wirel ess security courses.
Obtain NSA certification as a Center of Academic Excellence (CAE).

Increase enrollment in CS by advertisng our new programand recruiting in regiond high
schools and community colleges.

9. Collaborate with other departments, industry, government and other Oregon University
System (OUS) schools to develop research and Capstone opportunities.

© N @ »

It was achdlenge to devel op afour-year undergraduate program providing the necessary
experience and knowledge. The curriculum is broad-based with only afew topica classes; it
mainly focuses on genera security concepts. In order to complete the CSIA track in 4 years,
no CS classes are dective and specific courses fulfill some university general requirements.
[TB1]

Skills Needed by Computer Security Professionals

Information Assurance (1A) is abroad topic, Spanning many areas in computer science,
criminology and business management. It requiresconceptua understanding of broad basicand
advanced CS topics as well as detailed implementation knowledge of specific protocols,
methods, dgorithms and systems. Legd issues, equipment management, information policy and
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personnd adminigtrationare key topicsnot covered in atraditional CS curriculum. Tothe best
of our knowledge there were no peer inditutions with undergraduate programs we could use
as amodd, so we relied largely on our red-world experience and professiond certification
requirements to define topics needed in the curriculum.

Certified Information Systems Security Professond (CISSP) certification is highly
respected by CSIA professonds inprivate and public industry. The CISSP coversten subject
areas[16]: Access Control Systemns and M ethodology; Applicationand Systems Development;
Busness Continuity Planning; Cryptography; Law, Investigations and Ethics, Operations
Security; Physical Security; Security Architectureand Models, Security Management Practices,
Tdecommunications, Network and Internet Security. CISSP certificationverifiesanindividud
has subgtantid skillsin the CSIA discipline.

The National Security Telecommunicationsand |nformation Systems Security Committee
(NSTISS), recently renamed the Committee on National Systems Security (CNSS), certifies
curriculum compliance with Document 4011[4]. This certification covers seven aress.
Automated Information Systems, Communications Basics, Security Basics, NSTISS Basics,
System Operating Environment; NSTISS Flanning and Management; NSTISS Polices and
Procedures. Certification verifies the ingtitution teaches the necessary sKills to implement
computer security in non-classfied government settings.

Computer forensics and the study of legal and ethica aspects of computer security are
rarely included in CSIA programs. SOU has a highly respected Criminology department and
the proliferation of computer crime has brought a need for professonas with knowledge of
thesetopics. Testing methodology, operationa procedures and policy are missing from most
programs.

The team used Document 4011 as the main guiddine for the curriculum and built on
srengthsin policy and procedures, criminology and applied industry experience. One faculty
member's drong interest in wirdess communication security added another topic for
congderation.

Funding

Declining budgets makes obtaining funding atop priority. A $50,000 grant in mid 2002
from Oregon's Enginesring Technology Industry Council [11] provided initid funding. CISCO
contributed two routers, one 802.11 compliant wirel essaccess pointsand wirel essaccesscards
as our fird industry donation. The department also pursued an NSF grant for curriculum
development and private grants to enhance library resources.

The NSA CAE desgnaionisaprerequisite for substantial NSF SFS Scholarship grants
[6] and the CCLI [12] program.
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The Students

SOU gudents typicdly progress to industry and business rather than research and
development. Aninitiative by the Extended Campus Program to create an online Criminology
undergraduate degree is expanding the pool of students, reducing geographical and time
condraints.

Faculty Experiencein Csa

Sx of eght faculty members were hired in the lat five years; two last year have many
years in indudry. Faculty experience covers a broad range of topics including low-level
network implementations, enterprise e-commerce and data systems withcomplex middieware
connectivity, security risk analys's, security policy and operationa procedures.  Individud
faculty cover the spectrum of security topics with the gpplied focus that government, industry
and students need.

Curriculum Approval

The department budget has a component that rewards increasing enrollmentsinthe major
that can offset the declining university budget. The current President strongly supports creation
of Academic Centersof Excellence. With the goa of obtaining approva asan NSA CAE and
the likelihood of increasing enrollment, the belief was that it would not be a substantial hurdle
to obtain curriculum gpprova in this climate.

DEFINITION OF AN NSA CENTER OF ACADEMIC EXCELLENCE

In order to obtain NSA cetificationas a Center of Academic Excellence, an educationa
inditutionmust prove that it hasthe capability to ddiver excellenceininformationassurance (1A)
education. Points are awarded for each of ten criteria; the indtitution must receive a minimum
number of pointsfor each category and 200 pointstotal. The measurements as defined by the
CAE website [15] are:

1. The academic program is tied to NSTISS|I Standards [4] (25 points required, 45
possible).
2. Theacademic program demongtrates IS is not treated as a separate discipline, but asa

multidisciplinary science with the body of IS knowledge incorporated into various
disciplines (20 points required, 30 possible).

3. The academic program demongtrates how the university encourages the practice of IA,
not merdly that IA istaught (10 points required, 30 possible).

4. The academic program encourages research in 1A (15 points required, 35 possible).

5. ThelA curriculum reaches beyond the norma geographic borders of the University (10
points required, 35 possible).
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6. It is clearly demongtrated that the faculty is active in 1A practice and research, and
contributesto 1A literature (15 points required, 35 possible).

7. The universty library and reference systems/materials and/or the IA Center maintain
state-of-the-art resources (15 points required, 30 possible).

8. The academic program has declared concentrations or certificates in IA (5 points
required, 65 possible).

9. The universty has a declared center for 1A education or a center for |A research from
which 1A curriculum is emeging. The center may be departmenta, school or
university-based (25 points required, 50 possible).

10. The universty IA faculty consists of more than one individua (10 points required, 35
possible).

Nstiss Document 4011

Document 4011 (titled "Nationa Training Standard") defines competencies needed by
computer security professonds to work in non-classified government areas. Competencies
organize into seven mgjor areas providing either Awareness or Performance knowledge. The
Awareness Levd creates an understanding of systems, information and security principles,
requirements and policies. The Performance Leve provides the skills necessary to implement
information security procedures and practices. Document 4011 consists of a three-tier
hierarchy: the seven major areas, each consisting of component areas, each of which has
gpecific competencies. We will cal these tiers the areas, components and competencies.

Each of the seven areas has a historical and current methodology component as well as
detailed exploration of area-specific components.
The five Awareness Leve areas build computer security general knowledge:

« Communications covers communication transmission concepts and features of various
communication mediums.

» Automated Information Systems coversthe basicsof hardware, software, memory, media
and network systems.

« The Badcs of the NSTISS area covers generd security concepts and national policy
induding legd eements, concepts of trust, risk management, system life cycle
management, threets, vulnerabilities and countermeasures. Personne rolesand modes of
operation and facets of the NSTISS are aso covered.

»  SecurityBasi csteachesthe characteristics of informationand security measures to protect
the information. Information Security (INFOSEC) and Operations Security (OPSEC)
are the components of this area.

0 INFOSEC covers the basics of security for information systems and networks
including security risk andlyss, policy, information and security status, storage and
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Figure 1. NSTISS Nationd Training Standard subject areas

transmission, cryptography, encryption, keys, access, authentication and audit are included.

0 OPSEC focuses on identifying, controlling and protecting unclassfied information
associated with US national security programs and activities.

»  The agency-specific System Operating Environment area covers telecommunications and
AIS purchase and maintenance control points, systemarchitectures and security policies
for non-classified government entities.

The two Performance Leve areas ensure competence in implementing security for
unclassfied government informetion:
* NSTISS Faming and Management focuses on practica methods to design security
measures and program with generic security planning guidelines and documents.

« NSTISS Policies and Procedures cover NSTISS specific technological, policy and
educationa solutions as wdl as threats, vulnerability and controls in AIS and
telecommunication systems.
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DEFINING A CURRICULUM
The Curriculum Definition

Industry needs and certificationrequirements provided the framework for our curriculum;
faculty experience, student needs and capabiilities molded it. We choseto focuslab work and
research on secure networking and hardware to provide a fit with much of Oregon's security
industry.

Depthin computer science concepts forms the foundationuponwhichl A specidistis may
grow. We augmented 9x CS core classeswiththree exiding eective classes (Data Structures,
C & Unix, and Unix Adminigtration) and three Math classes (Elementary Statistics, Caculus
| and Discrete Structures) to provide a solid foundation from which we could train computer
security students. We determined the need for additional classes by having each ingtructor map
the coverage of his classes to the appropriate Document 4011 competencies.

Mapping the Existing Curriculum to Document 4011
Thefirg step indesigning the curriculum was to map exising classesinto Document 4011.

Programming I, 1l and 111 (CIS 200, CS 257, and CS 258) cover many of the
competenciesinthe Automated Information Systems (AIS) area, particularly in the hardware,
software and memory components. These classes cover the systemlifecyde component from
the NSTISS Basics area and the passwords and backups competencies from the NSTISS
Facets component. The System Lifecycle component of the NSTISS Planning and
Management area includes various competencies introduced in these and other programming
classes.

Systems Software and Architecture (CIS 326) covers dl of the AIS area competencies
thoroughly except for distributed vs. stand-aone systems. It also touches some software
Security competencies in the Policy and Procedures area

Data Structures (CS 411/511) and a C & Unix (CS 367) class provide foundationa
programming experience that touches most of the AIS area components. Data Structures
provides additiond foundationin network and graphtopol ogiesaswdl as cryptographic basics
such as hashing and minimum redundancy codes. C & Unix (CS 367) provides experience
working in the Unix environment to augment the Windows experience gained in Programming
[, 1I1and 1.

Networks| (CIS 336) coverslayer 1, 2 and 3 of the OSI 7-layer model and Networks
11 (C1S5436/536) covers TCP/IP, substantialy covering the Communications Basics areaand
the AIS Networks component. Both classes cover thetraffic andysis competency inthe Policy
and Procedures area.

Many classes touch afew competencieswhile providing broad foundational knowledge.
Unix Adminigration (CIS 450/550) covers AIS competencies, vaious encryption

261



JCSC 18, 4 (April 2003)

competencies and the Auditing and Logging component. Databases| (CIS 360) covers many
of the same competencies as the programming classes.

Gapsin the Curriculum

Core classes cover many Document 4011 competencies; the mapping processidentified
the missing pieces. Education about securetransmissons (encryption, cryptology, keys, etc.),
secure programming methodology, security policy and procedures, threat/vulnerability
identification and mitigating controls, ethical and legd aspects of 1A were identified as missing

from the exigting curriculum. The seven new classes cover these subject areas in depth.
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Seven New Classes

Five new CS classesfill most of this gap. Security |, 11 and 111 provide an overview of
computer security. These classes cover threats and controls, policy and procedures, secure
systems, network protectionand encryptionindepth.  Secure Software covershow to minimize
exploitable software vulnerabilities and Wirdless Networks covers basics of wirdess
communication. Two new interdisciplinary classes, Computer Forensicsand I T Legd & Ethica
Issues, complete the new CSIA curricullum. These topical courses atract working students.
This curriculum provides a solid foundationin computer security conceptswithadded depth in
focus aress.

Security | (CIS 455) covers a substantial number of competencies in the Policy and
Procedures, NSTISS Basics and AlS areas providing an overview of the broad computer
security and information assurance fidd. It explores the security infrastructure aong with
organizationd policiesand procedures needed to create a secure environment. Cryptographic
protocols, modes and agorithms are covered in depth.  Students develop a security risk and
assessment planfor amock corporation and research a recent security breach. Theuniversty
computer labs are sufficient to develop a program implementing a cryptographic agorithm.

Security 11 (C1S456) teaches how to creste a secure computing infrastructure, including
workgtations, serversand asecure LAN. VPNSs, perimeter protectionand intrusondetection
are explored aong with data assurance monitoring. Researching arecent mgjor LAN security
breach, desgningasecure LAN and inddling and using intrusion detection and dataassurance
systems give computer security lab experience.

Security 1 (CIS 457) gives hands-on experience detecting and mitigating threats to the
Internet. The course explores how crackers find a system and the various methods used to
exploit vulnerabilities by examining methods and tools used both to attack and to defend
systems. This class provides an overview of Unix and Windows operating sysems. Tools
implemented on wired and wireless systems in our computer security lab provide experience
detecting and analyzing intrusons.

WirdessNetworks (CI S 446) begins by exploring fundamentals of € ectromagnetic wave
propagation. Study of information transmisson techniques leads to exploration of
implementationsonspecific networks(IrDA, Bluetooth), cdlular sysems (1S-95, GSM, GPRYS)
and sadllite systems. Hands-on experience is gained implementing wireless networks and
access points in our computer security lab.  Sampling wirdless signa strengths around the
community and examining transmissions via oscilloscope provide more hands-on experience.

Secure Programming (CS 467/567) explores the mgjor security aspects of developing
secure programs.  This materia thoroughly covers the Software Security component in the
NSTISS Policies and Procedures area. Topicsincude buffer overflows, access control, race
conditions, randomness, input validation, and passwords. Students learn the importance of
planning for security and some of the tradeoffsinvolved in deding with security issues. Lab
work can be done on any computer and is a substantia part of this class.

Computer Forensics (CS 346/CRIM 346) isainterdisciplinary course developed with
the Criminology Department and offered to upper divison sudents in either department. The
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class provides the opportunity to train a broad base of students in investigetive ills that are
rarey, but criticdly, needed at times in our rura environment. A broad spectrum of topics
covers the legd/crimina and computer aspects of forensics. Basics of computer systems,
computer search and seizure rules and the liabilities and respongbilities of the investigator are
covered using the latest tools and technologies. Lab work requires dedicated Mac and Intel
persona computers to practice mock lock downs and diagnostics.

The Philosophy Department joined us in developing the interdisciplinary IT Lega and
Ethicd Issues course (CS 310/PHL 310). Thiscourseisacritical inquiryintothe ethicd, legd
and societa implications of the products, activities and behaviors of digitd technology with
emphasis onUS laws, legidationand technology. Digita works, copyright laws, software and
business practice patents will be examined, aswel as some dgnificant court cases that raise
fundamental Condtitutiondl issues. Ingght into legdl and mora issueswill dlow the sudent to
competently examine the aspects of intellectud property right protection. This course fulfillsa
genera educationrequirement while covering many competenciesin the NSTISSBasicsarea.

Evolution of the Curriculum

Weddiveredour firg CSIA classes as specia topics coursesinthe 2001-2002 academic
yedr, prior to developing the CSIA program. As of Fdl 2002, we have ddivered each class
a least once, with full enrollment in mogt.

During our firg term, we determined two new courses lack the needed security depth.
Weare currently developing replacements for these courses. Wirdless Networks teachesthe
concepts of wireess communication, but weneed to cover the security aspectsingreater depth.
Adding aWirdess Security coursefor CSIA mgors will extend the genera knowledge learned
in Wirdess Networks and focus on security aspects of wireless communication.

There is a wide disparity in the needs and skills of the interdisciplinary Computer
Forensics class; the students from each discipline lack the foundational skills of the other
discipline. CS Computer Forensics will replacethe interdisciplinary course for CSIA mgors,
assuming knowledge of computer concepts and focusing onlega aspects, diagnostic tools and
techniques. The Criminology Department is planning to continue the Computer Forensics
course for their magjors. We will develop eectronic versons of the Computer Forensics and
Legd Agpects classes as part of an online undergraduate Criminology degree.

I mplementation Challenges

We obtained universty gpprova for and developed a curriculum of seven new courses
(withtwo more onthe way) inabout Sx months. Onefaculty wasfull time on the project during
the summer and fdl, with part time support of severa others. The development process
continues with curriculum revisions, course development and lab creation.

New classes required more development time than atypical CS course. Lab exercises
are more abstract than typica programming classes. 1A is deveoping rgpidly and changing
condantly, requiring us to look beyond textbooks as our man source of materid.
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Implementationdetails change, but new concepts are introduced regularly aso ashackersfind
even more clever ways to penetrate systems and developers find clever ways to defend
systems.

CURRENT STATUSOF THE CSIA TRACK

About sx months after initid planning began, the curriculum committee approved our
program and we are successfully training tomorrow's computer security professonads. The
students have been very receptive to the courses, they are some of our most anticipated
offerings. We expect to have alarge percentage of our new students pursuethe CSIA degree.
Good opportunitiesin computer security, particularly in Oregon, should ease trangtion to the
working world.

We are actively pursuing funding to develop our curriculum and spread the computer
security gospel viaan outreach program to small and rura businesses and loca government in
our area. Our layered gpproach to security implementation should be cost-effective for these
unique users. These efforts may have the welcome side effect of attracting students to our
program and creating Capstone projects.

Univergtiesare now creating undergraduate CSIA programs. Pennsylvania State House
Resolution409 daimed in2002 that East Stroudsburg University of Pennsylvania [20] recently
"established the first undergraduate degree program in computer security in the United States
[14]." Towson University [18] hasreceived anNSF grant to devel op an undergraduate track
in computer security.

Work Remainsto Be Done

We spend alot of our time developing research opportunities, traveling to meetings and
submitting proposds for funding. We are pursuing an NSF grant for CSA curriculum
improvement and plan to pursue certification as an NSA CAE before Fall 2003. We are
working with Oregon Regiond Alliance for Information and Network Security (RAINS) [10]
to develop the Oregon Trid Emergency System Test (O-Test), a public-private partnership
developing a statewide interoperable information network, a communicationsystemand testing
platform for secure disaster management. These efforts are beginning to bear fruit despite our
distance from Portland where they are Stuated.

A lab network isolated from the university IT, yet having the capability to connect to
O-Test is necessary to smulae red-world experiences. Minimd equipment requirements
include asmdl bank of PCsand routers to provide isolation. Wireless network experiments
require a Tempest shidld to isolate them from the operationa wireless network. Forensic
experiments and demondtrations requirededi cated computersthat can't be used for genera CS
class work. The lab requires regular reconfiguration to support a variety of experiments.
Instructors have developed these experiments and the laboratory as the standard computer
science lab fully occupies our student b aide.
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Collaborative efforts withO-Test and RAINS, in particular by becoming atest node on
the O-Test system when it comes online in early 2003, are facilitating Capstone project
development, dways a challenge. Thisrequires substantia travel as most of Oregon's security
indudry is located in Portland, 300 miles away. We will continue developing Capstone and
internship opportunities by collaborations with and outreach to business.

We need to develop, expand and update our varied faculty experience. We hopetofill
a new podtion with an industry person with current fulltime security experience; security
experience has become one of the criteriafor filling replacement positions. We need to plan
for the rapidly approaching day when our CSIA program faculty lead retires to his farm.

We need to further augment our exigting classes with security concepts by adding access
control to Database | (CIS 360) and exploring the Java security model indepthin Programming
11 (CS 258). Much work remains to be done, but the program is approved, accepted and
active.
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CISSP Certification Exam Overview: http://www.isc2.org/cgi/content.cgi Zcategory=19
SANS Indtitute: http://www.sans.org

Towson Universty,
http:/Amww.towson.edwmath/about_the faculty/research_grant.html

Portland State University Computer Science Department:
http://www.cs.pdx.edu/website/index.php

East Stroudsburg University of Pennsylvania Computer Security Program:
http://www.esu.edu/cpsc/security/csecwebpage.htm
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