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Abstract 

 
Motivated by the need to support concurrent, collaborative access to shared documents, we have designed 

and validated an architecture that integrates existing and familiar systems for client editing software and 
document repositories.  Through Web-services, we achieve an open system wherein numerous clients can use 
varied editing tools to fit their preferences and access documents distributed on a heterogeneous collection of 
document repository systems (configuration management systems, or CMS).  Our simulation results on 
numerous client/server configurations validate our architecture and demonstrate an increase in concurrent 
access to shared documents; by adding a Lock Manager to the server, our system achieves a 67% reduction in 
check-out failures.  Additionally, we present a novel algorithm that avoids operational transformation (OT) by 
utilizing a dynamic, hierarchical locking scheme that is transparent to the user.  This algorithm maximizes 
concurrent access and enables edit caching to minimize communication costs. 
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1. Introduction 
 

Collaborative editing systems (CES) offer much promise in increasing the ability for groups of people to 
work together to create and modify documents.  These documents can range from research papers to computer 
source code to CAD drawings to any other computer-managed document type. 

 
We note that many feature-rich editing systems such as OpenOffice, Microsoft Office, and various integrated 

development environments (IDEs) such as Borland’s JBuilder, Microsoft Visual Studio, and Sun’s NetBeans 
have a large existing user base.  Likewise, many configuration management systems (CMS) and document 
repositories such as RCS, VSS, and CVS are currently implemented worldwide and store a large collection of 
documents. 

 
Our work brings these existing client and server technologies together in an open-systems architecture that 

allows users to retain their favored tools and leverage on existing document servers through the use of Web-
services.  [1, 2, 3] discuss Web-service-based approaches similar to our system but their systems are coupled to 
specific tools (IDEs) whereas our approach allows for the integration of any IDE, CMS, and communication 
tools; consequently, our architecture is more flexible.   

 
Central to our motivation is the need to allow users to synchronously and asynchronously edit documents.  

When accessing documents synchronously, users typically are made aware of other users in the system [4].  Our 
architecture handles the negotiation of awareness and concurrent access transparently to the users such that they 
can focus on the work at hand without being hindered by check-in and check-out level minutiae. 

 
For this research, we assume that users are editing the document synchronously, thus we examine how we 

can increase concurrent access to a shared set of document while utilizing a pessimistic locking scheme.  We 
recognize that other technologies such as Wikis allow for asynchronous editing of shared documents and 
collaborative editing systems (CES) may employ operational transformation (OT) algorithms to ensure 
convergence among replicated copies of a shared document; but our architecture supports synchronous editing 
without the computational and communication overhead of OT-based approaches. 

 



Section 2 of this paper discusses existing concurrency schemes and our improvements. .Section 3 discusses 
our system architecture and how we integrate existing systems.  We provide an overview of a new dynamic 
locking algorithm developed for our system in Section 4.  Section 5 goes into the details of the simulation used 
to validate our architecture and the results achieved, and we offer conclusions and future work in Section 6. 

 
2. Concurrency Schemes 

 
The two dominant concurrency schemes employed in CES are operational transformation (OT) and locking 

[5, 6].  While the OT approach increases concurrent access by avoiding locking, OT requires continuous 
multicast of changes to all users within the system and thus incurs a large communication cost.  Alternatively, 
locking removes the high communication overhead, but since only one user can access each shared document at 
a time, the concurrency of collaboration may be inhibited.  To minimize communication costs, our system 
employs a lock-based scheme that allows increasingly finer-grained locking for contending users to sustain 
concurrency. 

 
Traditional lock-based systems lock at a file level [7], but there is much potential to be realized if a finer 

granularity is adopted [8, 9].  While others [8, 9] have advocated fine-grain locking, no existing systems 
implement this advantageous feature. 

 
By utilizing a finer granularity on the lock, one can reduce the portion of the document placed into each 

atomic element within the repository.  Since each document within the repository contains less content, the 
probability of two users requesting the same element may be reduced.  This is akin to breaking up a large file 
into smaller files, each of which may be checked out concurrently without being inhibited by the pessimistic 
locking policy. 

 
Additionally, by adopting a fine granularity for locking, the system may aggregate documents together to 

form virtual files and other versioned objects from collections of other objects [8].  Most CMS systems 
currently employ the concept of a project (or directory), which is itself an aggregate [10].  Unfortunately, most 
existing CMS systems do not make it easy to aggregate objects from different projects.  But fine-grain CMS 
systems allow for heightened aggregation as the reusability of each element is increased; if elements are 
decoupled from other elements, then reuse should increase [10]. 
 
3. Architecture 
 
3.1. Achieving Heterogeneity 
 

Given that many users 
have their own favorite 
editing software on the client 
side and there are many 
existing server-side 
repositories that contain 
documents, it is advantageous 
to create a system that can 
support the use of these 
existing technologies.  Users 
are often hesitant to adopt 
new collaborative tools that 
don’t have the same feature 
set or familiarity of their 
current tools [13]; as a result, 
we strive to provide a means 
by which a heterogeneous 
collection of existing client 
and server side technologies 
may be interconnected within 
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Figure 1. Web services collaborative architecture 
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System such that user can retain the use of their favored tools and connect to the plethora of existing server 
repositories. 

 
Figure 1 demonstrates the approach of our architecture in allowing varied technologies to connect and work 

together in a CES.  On the client side, different document editors such as Microsoft Word, notepad, Open 
Office, etc. can be used by different clients within the CES, yet each has a listener entity that translates local 
changes to the shared document to be replayed by other clients on their chosen applications.  Similarly, the Web 
services API provides a consistent interface by which clients may request files for check-in and check-out; the 
specific server technology remains hidden, so it does not matter if CVS, VSS, or another CMS technology is 
adopted.  To achieve heterogeneity among the clients, it is necessary that a client application listener be 
employed that can detect changes to the document, translate these changed into an application-independent 
format, and then send these changes to other clients via the server-side coordination Web service. 
 
3.2. Overview and Components 
 

As seen in Figure 2, our architecture consists of four components that connect with each other and to existing 
client applications and server repositories. 

 
First, the Client Application Listener component connects to existing client applications such as MS Word 

and IDEs like JavaBeans so that users may use their current, preferred methods of editing.  The role of this 
component is to listen to change events that occur within the application (edits to the document) and cache (if 
desired) and send on these changes to the server coordinating the collaborative editing among other users.  This 
component also receives update notifications from the server and sends the changes to the client application, 
thus maintaining consistency among all users collaborating together. 

 
Second, the Web Service component provides an API for traditional CMS systems (check-in and check-out, 

etc.) as well as an API for managing changes among the users that are collaborating together (insert, delete, 
move, etc.).  This component also provides an API by which users can subscribe to receive synchronous and 
asynchronous notification when a document has been changed.   

 
Third, the Fine-Grain Lock Manager component acts as a proxy that checks-out and checks-in documents 

from the existing server repository (such as CVS, VSS, etc.).  This component receives check-in and check-out 
events from the Web Service component and processes and executes these requests via the existing server 
repository.  This component provides the ability to manage artifacts at a finer granularity (viewing an artifact as 
a collection of sub-artifacts); as an example, a user can edit page one of a shared artifact at the same time 
another user is editing page two.  This component tracks who is currently working on each artifact in the server 
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repository and is thus able to “push” these changes to the necessary clients.  A more detailed description of this 
component is provided in Section 3.2. 

 
Fourth, the Notification Mechanism component is responsible for passing on any events that the user has 

requested notification of (document change, check-out, etc.) to the users’ preferred email, IM, etc.  This 
component receives the event from the Web Service component and sends the notification to the client.  Clients 
may subscribe for notification when changes are made (even if they are not currently editing the document); 
thus the system supports synchronous and asynchronous collaboration. 

 
In summary, heterogeneous editors are able to coordinate by sending messages to the server via an 

established API.  Since the server provides the common API, any client IDE can connect if it utilizes this API.  
The server propagates changes to other users and maintains consistency among all users’ copies of the artifact 
as needed.  The system tracks who is currently working on each artifact in the server repository and is thus able 
to “push” these changes to the necessary clients.   

 
3.3. Adding a Lock Manager to the CMS Server 
 

The addition of the fine-grain lock manager proxy to the server machine allows for the addition of fine-grain 
check in and check out of artifacts.  This lock manager intercepts messages from the network and processes 
them accordingly.  The lock manager maintains a set of artifacts that have been checked out from the server; 
this stored database of artifacts also contains information about subsections within the artifacts.  This subsection 
management allows a client to check out only a subsection of an artifact and allows other clients to check out 
other subsections.  Consequently, the lock manager will only check in an artifact if there are no clients 
accessing the artifact.  Assuming pessimistic locking, a check out request is only passed to the server from the 
lock manager if there are no other clients currently accessing the subsection being requested. 

 
The result of this additional lock manager is that each artifact may be checked out simultaneously by 

different clients so long as the clients are accessing disjoint subsections of the artifact. Notice in this scheme, no 
change is required to the existing CMS system; the addition of multi-granular locking is transparent to the 
existing CMS system.  Furthermore, if the existing configuration management system does not support 
replication of the files among multiple clients, then our approach adds this capability by checking the files out 
and in via lock manager; thus the existing CMS is only aware of one user (the lock manager) and the lock 
manager is then responsible for coordination among the clients. 

 
3.4. Event Flow in the System 

 
The following 11 events are illustrated in Figure 2.  When a change event occurs in the client’s document 

editing application, a state update message (user edit of artifact) is sent (1) to the Client Application Listener.  
The Client Listener receives the update message and caches the change (2).  When the cache must be flushed 
(when the cache is full or when another user enters the document as a reader), changes are sent (3) to the Web 
Service on the server via the network.  The Web Service receives the updates and sends (4) them to the Fine-
Grain Lock Manager to be processed.  Upon receipt of a check-out or check-in message, the Fine-Grain Lock 
Manager updates its data store of users that must be notified of the change and may also send (5) the check-out 
or check-in message to the existing Server Repository.  The Server Repository (an existing CMS or document 
server) processes the check-in or check-out and confirms (6) update of the artifact to the Fine-Grain Lock 
Manager.  The Fine-Grain Lock Manager notifies (7) the Web Service component that the change has been 
committed (the check-in or check-out has succeeded).  For each client subscribed for notification concerning 
this document being changed, the Web Service component sends (8) a message to the Notification Mechanism 
(which will notify the client). Additionally, the Web Service component selectively broadcasts (9) via the 
network change notifications to each client interested in the change (and client currently reading the document 
being modified).  The Client Application Listener will receive the update notification (10) and cache it if the 
user is not currently viewing the updated section.  When the client views the changed section of the document, 
the Client Application Listener flushes the update cache to the Client Application (11); this maintains 
consistency as the user views the content of the shared document. 
 



4. Hierarchical Dynamic Locking 
 

We have developed suitable data structure and algorithms for the Fine-Grain Lock Manager component that 
allow users multi-granular shared access to a document with no write conflicts [12].  All users see the same 
version of the document in real time, although this apparent synchronized view employs lazy updates to 
minimize client-server communications.  The shared access to the document is transparent to the user in that the 
user is not required to explicitly request a lock for a section of the document; the system handles the lock 
request automatically.  Similarly, locks are released automatically as necessary. 

 
Based upon the semantic structure of the document, the document may be broken up into sections, subsections, 
paragraphs, sentences, words, etc.  If the document being shared is a CAD drawing, it may be broken into 
layers, objects, etc.  If the document is programming source code, it may be broken into classes, components, 
methods, blocks, etc.  Thus we do not have any preconceived notion of what the sections of the document 
contain, nor do we require any specific depth/level of decomposition.  Our approach works well with a variety 
of document structures.  Note that the document tree consists of internal nodes that represent structure, and all 
document content resides at leaf nodes.  We refer to sections (and subsections) of a document based upon their 
spatial relationships – denoting disparate sections based upon locality.  Our approach is generalizable to define 
disparate elements of a document based upon some other, non-spatial criterion; for example, layers within a 
CAD document or drawing objects of different structure/types could be viewed as distinct and disparate 
regardless of the physical locality of the entities within the same locality of the document.  Thus we use the term 
“section” to denote any non-conflicting section. 

 
Our algorithm avoids the problem of merging two versions of a document by providing exclusive write 

access.  Traditionally, lack of concurrency is a key limitation of systems that employ such exclusive write 
access to a shared document, but our system overcomes this lack of concurrency by using a multi-granular (i.e., 
multi-level) locking scheme that locks sub-hierarchies of the shared document. 

 
Furthermore, each user gets exclusive write access to the largest sub-hierarchy possible to enable infrequent 

communication to server through relatively large messages delivering a bunch of local updates. Our system is 
novel in that it avoids the merge problem associated with systems that employ optimistic locking and improves 
concurrent access and throughput when compared to systems that employ pessimistic locking. The principle 
contribution of our work is an algorithm that manages these multi-granular locks and automatically increases 
and decreases the lock level in the document-tree hierarchy to maximize exclusive access to the shared 
document while minimizing communication costs. 

 
Two principles guide the behavior of our system: 
• When you are writing to the document, you have exclusive write access to that section of the document that 

you are modifying (i.e., you have a lock on the node that represents the section of the document). 
• When you are reading a section of the document, you always have the most recent (fresh) copy of the 

content at the node that represents that section. 
Because of the first principle, we must provide users with mutual exclusion and the ability to lock a node in 

the structure.  Because of the second principle, we must provide updates to all interested users that are viewing 
a given node (i.e. when the content at that node is changed, the change is broadcast to the users viewing that 
node’s content).  Alternatively, if a user ui updates a section of the document at node ni but no other user is 
viewing that node’s content, then the changes may remain local in cache on the machine of user ui.  This “dirty 
cache” must be flushed to the server when another user request access to the node ni – either through a write 
(lock) request or a read request. 

 
It is advantageous to maintain a lock on the largest sub-tree that is permissible; a lock on a sub-tree rooted at 

node ni is permissible for user ui so long as no other user has a lock on any node within the tree rooted at node 
ni. By maximizing the sub-tree that any user owns, we minimize the communication costs of the system with 
regard to cache updates.   

 
For example, if a user ui owns the entire tree (the entire document), then all changes to the document can be 

stored locally in the user’s cache.  If another user uj enters the system and requests a section of the document, 
then the section of the tree owned by user ui is reduced to accommodate the insertion of user uj (if possible).  
Only that portion of the tree that has been modified (marked dirty cache) by ui that are part of the sub-tree now 



owned by uj must be sent to uj; the other portion of ui’s cache remains local to ui.  The result is a minimization 
of messaging within the system by reducing cache updates/flushing. 

 
OT can be integrated into our algorithm, and communication costs remain minimized by avoiding 

multicasting in favor of select broadcasting.  For example, if only three users are within a section Si of the 
document and another 15 users are in other sections, the OT-based updates related to Si need only be sent to the 
3 users within the section; the other 15 users can be updated later (and only if they are interested) to achieve 
consistency among all users.  In this way, users maintain consistency on an as-needed basis. 

 
5. Simulation and Results 
 

To validate our architecture and experimentally determine whether this lock manager approach could 
improve concurrency, we simulated two configurations of our architecture – one in which the middleware was 
absent (as in a traditional distributed repository) and one in which the lock manager was present (as serving to 
implement fine-granular locking).  We utilized the discrete event DEVS Java simulation framework for this 
study [11]. 

 
Both simulations connected numerous clients to a set of servers hosting CMS (document repositories) 

through a network.  Clients would simulate users requesting documents, editing a document once owned, and 
returning the document to the repository when the edits were completed (checking the document back in). 

 
The second simulation configuration was identical to the first except that this system added a lock manager 

component to the server that intercepted document requests from clients and processed these requests as a proxy 
to the server; this component is shown as a dashed box in Figure 3 to denote that it was not present in the 
original simulation configuration.  These simulation configurations are illustrated in Figure 3; note that if the 
lock manager was not present, the Web Services API would communicate directly with the document repository 
(CMS).  

 
Figure 4 shows the architecture implemented in the DEVS Java simulation package.  The simulation was 

designed so that client users and servers could be added easily upon initial configuration; the lines connecting 
the components denote discrete event message paths within the simulation (i.e. requests for check in and check 
out, success or fail messages from the server, etc.), thus that the entire collaborative editing system was modeled 
accurately.  In Figure 4, the lock manager component is shown and labeled as “middleware.” 

 
On the left side in Figure 4, you see a set of clients that represent the users in the CES; we did not specify 

which editing software/applications the clients were using – we simply send the check-out and check-in 
requests denoting that the clients desire to edit (check-out) and are done with editing (check-in).  The network 

Figure 3.  Simulation configuration (shown with middleware proxy) 
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entity connects he clients to the servers.  On the right side of Figure 4, you see a set of servers; we allow the set 
of documents to be spread over a heterogeneous set of servers, thus each server publishes a Web Service API 
that standardizes how clients may request check-ins and check-outs of documents.  Notice that it is transparent 
to the clients as to whether the server is running any particular configuration management software (RCS, CVS, 
VSS, etc.).  The connecting lines in Figure 4 denote the message paths from clients through the network, from 
the network to the servers, and internally within the servers’ Web Services API to the lock manager/proxy and 
then to the existing/legacy CMS.  Also note that the lock manager/proxy was only present in the section version 
of the simulation; it was left out in the  first version of the simulation to see if the addition of this proxy 
improved check-out fail rates. 
 

There are three types of clients in the simulation: random, clustered, and hybrid.  These clients represent the 
broadest range of edit patterns among users/editors within a collaborative editing session. 

 
• The random client has a high probability (90%) of selecting a new random artifact from the repositories 

from the full range of all of the documents. 
• The clustered client is programmed to exhibit a localization policy in that it remains within a close proximity 

to a single document.  We achieve this by sequentially numbering the documents, so this client would check 
out documents numerically close to its currently preferred document. 

• The hybrid client is programmed as a mixture of the clustered and random client behaviors – behaving like 
each of them 50% of the time. 

 

 
Figure 4.  DEVS Java simulation (shown with “middleware” lock manager) 



 
The simulation was run in nine configurations for each of the two versions of the simulation (for a total of 18 
runs).  Table 1 shows the various configurations.  The number of iterations is defined by the number of 
iterations for which the simulation was run (all time advances).  The client distributions denote how many of 
each type of client (random, clustered, and hybrid) were in the system when the simulation was run; for 
example, for test 1, there was one client of each of the three types.  The repository distributions denote how 
many artifacts existed at each server and how many servers existed in the system; for example, in tests 1-4, 
there was one artifact at server 1, two artifacts at server 2, and one artifact at server 3. 
 

Table 1. Simulation test configurations 
 

  Client Distribution 
(# per type) 

Repository Distribution 
(# Artifacts at each Server) 

Test Iterations Random Clustered Hybrid S1 S2 S3 S4 S5 S6 S7 S8 S9 

1 500 1 1 1 1 2 1    
2 500 3 0 0 1 2 1    
3 500 0 3 0 1 2 1    
4 500 0 0 3 1 2 1    
5 500* 1 1 1 10 20 10    
6 500 10 10 10 30 50 80 30 30 40 40 100 100 
7 5000 10 10 10 30 50 80 30 30 40 40 100 100 
8 2500 10 10 10 15 25 40 15 15 20 20 50 50 
9 5000 1 1 1 1 2 1    
* Test 5 for the fine-grain version was run to 5000 iterations to obtain lock failures 

 
Table 2.  Simulation results

 
As shown in Table 2, check-out fail rates for the simulation configuration without the fine-grain locking 

ranged from 2% (test 5) up to 32.75% (test 1).  Check-out fail rates for the simulation configuration with the 
fine-grain locking ranged from 0.75% (test 5) up to 11.67% (test 2).   

 
In all configurations, the version of the simulation that contained the fine-grain lock manager significantly 

outperformed the other version (without the lock manager) in reducing the number of check-out failures 
(collisions).  The minimum improvement when adding the fine-grain locking in reducing check-out failures 
occurred in test 2 (50% improvement), and the maximum improvement occurred in test 1 (78% improvement).  
The average improvement in reducing check-out failure as a result of adding the fine-grain locking was 67%.  

 
This work has shown that the hypothesis behind adding middleware to existing repository management 

systems is sound and that fine-grain management of artifacts via proxy does improve the reduction of failed 
check-outs (collisions) among multiple users in a distributed collaborative system. 

 

 Check-out Fail Rate  

Test Without Fine-grain Locking With Fine-grain Locking Improvement 
1 32.75% 7.27% 78% 
2 23.33% 11.67% 50% 
3 26.92% 6.38% 76% 
4 19.64% 7.02% 64% 
5 2.00% 0.75% 63% 
6 16.39% 5.81% 65% 
7 7.91% 2.62% 67% 
8 9.08% 2.99% 67% 
9 26.55% 7.24% 73% 



In all test scenarios, dramatically fewer check-out failures occurred in the fine-grain locking version of the 
simulation as compared to the initial version of the simulation without fine-grain locking.  This is as expected as 
the middleware, fine-grain version of the simulation effectively increases the number of artifacts (via 
subsections of the artifacts) that clients are able to simultaneously check out; this is due to the fact that checking 
out a subsection of an artifact does not preclude another client from checking out a different subsection of the 
same artifact. 

 
Additionally, this work shows that the number of failed check-outs is related to the relative density of clients 

when compared with artifacts; note that test 1 and 5 differ only in the number of artifacts stored in the server 
machines (by a factor of 10).  The check-out fail rate decreases dramatically as the number of artifacts is 
increased.  This is as expected since the clients have a wider range of artifacts from which they may select. 

 
The results also indicate that the improvement in moving from the initial simulation to the fine-grain enabled 

simulation is comparable regardless of the number of iterations to which the simulation is run.  This claim is 
supported by examining the comparable improvements between test 6 and test 7 (in which only the iterations 
was changed). 

 
Additionally, the results indicate that the concurrency is maximized at some number of artifacts relative to 

the number of clients.  Examining the difference between test 7 and test 8, the decrease in the number of 
artifacts by 50% does not show any appreciable difference in the improvement rate.  Consequently, we may 
infer that both of these tests had a sufficiently large set of artifacts from which the clients could make use that 
the check-out failure rate was not affected by the reduction in the number of artifacts.  It is interesting to note 
that the improvement rate is still significant when the lock manager is added, even though the number of 
artifacts is large enough to handle the client requests well in both simulation configurations.  
 
6. Conclusions and Future Work 
 

We have presented a novel architecture and simulation results demonstrating that our approach of adding a 
fine-grain lock manager to existing configuration management systems reduces the check-out fail rated within a 
collaborative editing session. 

 
The architecture presented allows heterogeneous client and server technologies to connect and support 

collaborative editing.  The simulation results obtained validate the architecture, and our hierarchical locking 
mechanism ensures maximum concurrent access while minimizing communication costs. 

 
We now focus on implementation of the client listener hooks, the Web-services API, and the dynamic 

locking manager.  Once implemented, we intend to connect to a text editor as a prototype and then to an 
Microsoft Office editor to demonstrate the viability of the client listener.  Additionally, our Web-service and 
lock manager proxy will be deployed to an existing Visual Source Safe (VSS) document repository server to 
which our client hook can connect.  We will perform load testing to further validate the architecture and 
hierarchical locking algorithms are robust under real-world constraints. 
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